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SECURITY NEWS 
SCAM ALERT S AND HELPFUL TIPS  

 

 

Hello February!!!  

CHRIS MCDANIEL                     

FEBRUARY 2022 

The Yadkin County Information Technology 

Department would like to wish everyone a 

Happy Groundhog Day. It is finally that time of 

year again when we find out if winter is going to 

stick around. Unfortunately Punxsutawney Phil 

saw his shadow this morning so we are in for six 

more weeks of this brutal cold weather. 

Hopefully spring temperatures will start coming 

around sooner. Just as a reminder the cold 

weather doesnôt stop hackers and scammers 

from trying to steal your information so please 

stay security smart when working online.  

 

The newsletter I have put together this month 

will focus on Scams that are being reported as 

well as tips to protect yourself from attackers. 

Please take some time to read over this monthôs 

article and tips. Remember there are 

cybercriminals out there constantly looking to 

ruin our lives and make things difficult . Letôs 

not fall prey to their tricks and always remember 

to think before you click. Hope Everyone has a 

Happy Groundhogôs Day and stays safe. 

 

 

 

 

Beware of a New Google Vishing Scam 

NCDIT                                                    

FEBRUARY 1, 2022 

Vishing, or voice phishing, is the fraudulent 

practice of making phone calls or leaving voice 

messages purporting to be from reputable 

companies to induce individuals to reveal personal 

information, such as bank details and credit card 

numbers. 

A new FBI advisory, ñBuilding a Digital Defense 

Against Google Voice Authentication Scams,ò 

warns of a scam that is designed as a precursor to 

additional vishing scams and can perform Gmail 

account takeovers. The scam works even if you do 

not use Google Voice. 

Google Voice is a service where Google provides 

users with a virtual phone number to make and 

receive calls and texts. The FBI advisory describes 

a scam that involves a threat actor who responds to 

a personal ad ï they use the example of selling a 

couch on Craigslist or some other site ï and says 

they want to make sure you are legitimate by 

sending you an authentication code from Google.  

What is really happening is the scammer is setting 

up Google Voice using your phone number as the 

primary number and using you to assist them with 

Googleôs authentication process during setup. 

Once completed, the threat actor has a new Google 

Voice account tied to your mobile phone, so they 

can carry on without worrying about having it tied 

to their phone. Additionally, the code being sent 

could be used to allow them access to reset the 

password to your Google account. 

Organizations relying on Gmail for 

corporate email should be specifically 

concerned about this scam. With Access to 

one of you internal email accounts, threat 

actors can easily send out phishing emails 

designed to gain access to devices or install 

ransomware. 

 

The FBI offers the following advice to 

avoid getting scammed: 

¶ Never share a Google verification 

code with others. 

¶ Only deal with buyers and sellers 

in person. If youôre exchanging 

money, make sure you are using 

legitimate payment processors. 

¶ Do not give out your email address 

to buyers/sellers conducting 

business via phone. 

¶ Do not let someone rush you into a 

sale. If they are pressuring you to 

respond, they are likely trying to 

manipulate you into acting without 

thinking. 

 

To view the FBI advisory, click here. If you 

believe you are the victim of an online scam, 

report it to the FBIôs Internet Crime Complaint 

Center at www.ic3.gov or call your local FBI 

office. 

 

This article provided by the NCDIT may be 

found via the link provided here: NCDIT. 

https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/oregon-fbi-tech-tuesday-building-a-digital-defense-against-google-voice-authentication-scams
https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/oregon-fbi-tech-tuesday-building-a-digital-defense-against-google-voice-authentication-scams
https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/oregon-fbi-tech-tuesday-building-a-digital-defense-against-google-voice-authentication-scams
http://www.ic3.gov/
https://it.nc.gov/media/2858/download?attachment
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SPOT AND STOP MESSAGING ATTACKS 
Jeff Lomas, SANS, January 5, 2022 

 

What are messaging attacks? 
 

Smishing (a consolidation word combining SMS and phishing) 

are attacks that occur when cyber attackers use SMS, texting, 

or similar messaging technologies to trick you into taking 

action you should not take. Perhaps they fool you into 

providing your credit card details, get you to call a number to 

get your banking information, or convince you to fill out an 

online survey to harvest your personal information. Just like in 

email phishing attacks, cyber criminals often play on your 

emotions to get you to act by creating a sense of urgency or 

curiosity, for example. However, what makes messaging 

attacks so dangerous is there is far less information and fewer 

clues in a text than there are in emails, making it extremely 

harder for you to detect that something is wrong. 

A common scam is a message telling you that you have won an 

iPhone, and you only need to click a link and fill out the survey 

to claim it. In reality, there is no phone and the survey is 

designed to harvest your personal information. Another 

example would be a message stating that a package could not 

be delivered with a link to a website where you are asked to 

provide information needed to complete the delivery, including 

your credit card details to cover ñservice charges.ò In some 

cases, these sites may even ask to install an unauthorized 

mobile app that infects and takes over your device.  

Sometimes cyber criminals will even combine phone and 

messaging attacks. For example, you may get and urgent text 

message from your bank asking if you authorized an odd 

payment. The message asks you to reply YES or NO to 

confirm the payment. If you respond, the cybercriminal now 

knows you are willing to engage and will call you pretending 

to be the bankôs fraud department. They will then try to talk 

you out of your financial and credit card information, or even 

your bank accountôs login and password. 

Spotting and Stopping Messaging Attacks 

Here are some questions to ask yourself to spot the most 

common clues of a messaging attack: 

¶ Does the message create a tremendous sense of 

urgency attempting to rush or pressure you into taking 

an action? 

¶ Is the message taking you to websites that ask for your 

personal information, credit card, passwords, or other 

sensitive information they should not have access to? 

¶ Does the message sound too good to be true? No, you 

did not really win a new iPhone for free. 

¶ Does the linked website or service force you to pay 

using non-standard methods such as Bitcoin, gift cards 

or Western Union transfers? 

¶ Does the message ask you for the multi-factor 

authentication code that was sent to your phone or 

generated by your banking app? 

¶ Does the message look like the equivalent of a ñwrong 

number?ò If so, do not respond to it or attempt to 

contact the sender; just delete it. 

If you get a message from an official organization that alarms 

you, call the organization back directly. Donôt use the phone 

number included in the message, use a trusted phone number 

instead. For example, if you get a text message from your 

bank saying there is a problem with your account or credit 

card, get a trusted phone number on your bankôs website, a 

billing statement, or from the back or you debit or credit card. 

Also remember that most government agencies, such as tax or 

law enforcement, will never contact you via text message, 

they will only contact you by old fashioned mail. 

When it comes to messaging attacks, you are your own best 

defense. 

 
The information for this article from SANS may be found via the link 

provided here: SANS OUCH! Newsletter. 

 

 

 

https://www.sans.org/newsletters/ouch/spot-and-stop-messaging-attacks/
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